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Motivation

• DNNs are ubiquitous and used in safety 
critical settings

• They are also increasingly being run on 
specialized accelerators

• Soft errors pose a problem for DNN 
systems running on such architectures

Important to understand resilience in 
such systems!



Previous Work

• FIdelity, a recent MICRO paper, looked at how to model datapath FF errors at the 
software level
• Since hardware errors can only come up as errors at software-level outputs

• 2017 paper from Li is really the only one to look at buffer faults for accelerators, but 
methodology is quite opaque

Targets DNNs HW Aware Generalizable Fast

FIdelity ✓ ✓  

PyTorchFI ✓  ✓ ✓

TensorFI ✓  ✓ ✓

Ares ✓  ✓ ✓



Let’s Fill in the Gaps: Project Goals

1. Create a more automated and generalizable method for modeling both memory and 
datapath errors in DNN accelerators.

2. More thorough analysis and case studies of accelerator dataflows and mappings as well 
as model architectures/layer shapes.

3. Use some SotA software error mitigation techniques along with injecting errors.



CNN Loop Nest

Parashar et al. (2019)



Dataflow Loop Nest

Kwon et al. (2021)

• The 7 loop levels can be:
• Reordered
• Tiled
• Spatially partitioned

• Some combination of these generates 
a dataflow



DNN Error Propagation

i1 i2 i3

i5 i6 i7

i9 i10 i11

i13 i14 i15

i4

i8

i12

i16

w1 w2

w3 w4

o1 o3

o7 o8 o9

o3 o6

o2

o4

Injected
Run

Input Weights Output

A normal software injection 
will produce errors at all 
locations at the output that 
use the value during MACs.



DNN Error Propagation

i1 i2 i3

i5 x i7

i9 i10 i11

i13 i14 i15

i4

i8

i12

i16

w1 w2

w3 w4

x1 o3

o7 o8 o9

x3 o6

x2

x4

Injected
Run

Input Weights Output

A normal software injection 
will produce errors at all 
locations at the output that 
use the value during MACs.

Error at (1, 1)



DNN Error Propagation

i1 i2 i3

i5 x i7

i9 i10 i11

i13 i14 i15

i4

i8

i12

i16

w1 w2

w3 w4

x1 o3

o7 o8 o9

x3 o6

x2

x4

Injected
Run

Input Weights Output

A normal software injection 
will produce errors at all 
locations at the output that 
use the value during MACs.

Output window
[0:1, 0:1]



DNN Error Propagation

i1 i2 i3

i5 x i7

i9 i10 i11

i13 i14 i15

i4

i8

i12

i16

w1 w2

w3 w4

x1 o3

o7 o8 o9

x3 o6

x2

x4

Injected
Run

Input Weights Output

Adjusted conclusions from FIdelity:
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of output error locations must 
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• The values of the hardware 
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those produced by software-
level injection
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Generalized Loop Construction

• Given a mapping from Timeloop (or provided 
by the user):
• Recursively construct the loop nest that 

describes the mapping of the workload
• Simulate the error propagation at a 

specified location and memory level
• Verified with both NVDLA and Eyeriss
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Conv1 Input Conv2 Output

PyTorch hooks make it easy and fast to 
perform various injections and operations:
• Can perform injections by changing inputs
• Can selectively change error sites at the 

output

PyTorch Injection
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NVDLA Injection Results

• Started with injecting a large 
constant value into NVDLA

• Takeaways:
• More reuse (the more 

dataflow error sites that 
there are for a given 
injection) there is a greater 
chance for error

• Register errors are relatively 
unlikely to produce errors

More reuse →more chance for error



Error Mitigation: Ranger

• Ranger, Chen et al. (2021), proposed a software-level fault mitigation 
technique that restricts output values to be between some maximum value 
(they propose the maximum value found through some training set).

• Since it’s relatively lightweight, incorporated it into the injection to get 
more fair results.
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Flipping Bit 3 w/ and w/o Ranger

No range clamping: With range clamping:

Large errors see no difference → with ranging the same pattern emerges



Future Work/Directions

• Need to account for different FIT rates for different memory types
• Need to account for how long a value remains in memory

• Not sure how much this will change things (might need sensitivity analysis)
• More analysis! (i.e. different networks, different dataflows/mappings)



Thank you all for listening! 

Questions? Feedback?

Also – big thanks to Abdulrahman for helping at each step of the way :)

Please reach out with any questions (or to chat about whatever!)

Can find me over Slack or email me at jaylenwang@college.harvard.edu

mailto:jaylenwang@college.harvard.edu

